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Introduction

Introduction : ARP protocol (1/2)
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Introduction : ARP protocol (2/2)

= ARP (Address Resolution Protocol - RFC 826)
binding layer 2 (Ethernet) et layer 3 (IP) addresses
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Attacks : MAC Spoofing
e ethernet source address spoofing inside ethernet frame

e targets switches « CAM tables » (layer 2 addresses)

w Pros
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Introduction S

Attacks : ARP Spoofing
e wWho-has sent using broadcast

e answering instead of legitimate host with spoofed datas
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Introduction 6

Attacks : ARP cache poisoning (1/2)
e create/modify victim ARP cache entries

e victim’s packets are directly sent to attacker

w Create an entr

CARTEL SECURITE — Cédric Blancher MISC — Frédéric Raynal e e



Introduction I

Attacks : ARP cache poisoning (2/2)

w Pros

» traffic redirection
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arp-sk tool 9

arp-sk (1/2)

= Why a new tool ?

» gather functionnalities from different existing tools
(arpspoof, macof, arping ...)

» complete ARP headers manipulation
(both Ethernet and ARP)

» add new functionnalities
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arp-sk (2/2)

= arp-sk options

» classical ones : emission frequency (in s, uS or random),
frame number, interface...

» basic module : packet type (-w, -r), Ethernet addresses (-s,
-d), addresses within ARP message (-S, -D - [IP][:MAC]),
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ARP cache updates

» Opportunistic behaviour
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Parameters we can play with:

» Ethernet: source MAC address

» Ethernet: destination MAC address
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Entries creation

» ARP request
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Entries update

» ARP request
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Entries deletion
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ARP cache poisoning applications

» Sniffing : we can listen to hosts traffic without using promiscuous
mode

» Interception : we act as a transparent proxy for flows we intercept

» Modification : we can inject datas within proxied flows
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Sniffing with ARP MiM
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Transparent proxying to intercept and tamper flows

4. External data gathering

.]I' 1. ARP attack
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Robin

3. Data interception and modification
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DoS
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“Smart IP spoofing”

4. Robin traffic
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Robin 5. Robin traffic redirection
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ARP is not secure and easy to fool : security was not in mind. We
need stronger mecanism to enforce security :

» 802.1x
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<PUB>

Le magazine 100% Sécurité Informatique
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» Eric Detoisien for writing winarp-sk and winarp-mim for Win32
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